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Digital traŶsforŵatioŶ opeŶs up the door for Đyďer attaĐks… 
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Note: articles are showed partially 

Digital context of healthcare cyber attacks 

Almost 100 million 

health-care records 

were compromised 

in 2016(2)  

In 2017 a 211% 

increase where 

reported(1)                 ) 
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Sources: 

1. https://www.experian.com/assets/data-breach/white-papers/consequences-medical-id-theft-healthcare.pdf 

Data breaches, how do they impact patients? 

PersoŶal Health IŶforŵatioŶ faĐilitates all types of Đriŵes… 

Victim patients are 

informed of identity 

theft only when they 

received collection 

letters… 

~40% 
• Fraudulent prescriptions 

• Identity theft  

• 3rd party ŵediĐal Đare iŶ ǀiĐtiŵ’s Ŷaŵe 

• Public knowledge 

• Cyberbullying 

• Blackmail 



5 Sources: 

1. 2017 Ponemon Cost of Data Breach Study, IBM   3. Reuters, June 24, 2017 

2. https://thenextweb.com/security/2014/11/11/tightening-social-media-security/ 

Data breaches, how do they impact companies? 

Business 

~70% 

Legal 

~10% 

Technical 

~20% 

79 million personal records 

͞AŶtheŵ to pay reĐord $ϭϭϱ ŵillioŶ to settle 
U.S. laǁsuits oǀer data ďreaĐh͟(3) 
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7 Sources: 

1. Cybersecurity ventures 

2. https://www.experian.com/assets/data-breach/white-papers/consequences-medical-id-theft-healthcare.pdf 

BusiŶess… 

In this context, patient data is 

particularly relevant as 

healthcare-related data has 

more value than other types 

of personal information 

$1-$2 

$50 

In general, cyber crime damages will cost the world $6 trillion annually 

by 2021, up from $3 trillion in 2015 
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INFORMATION IS KEY 

How is it done – data breaches? 
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What are they looking for? 

 

 

 

Employees & Users/Credentials 

Organization 

Network & Systems 

SW & versions 

… 

     How do they get it?  

e-Mails 

Meta Data 

Social Networks 

Application 

… 
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Example of how an attack is designed 

Professionals… 
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Reality arouŶd the origiŶ of data ďreaĐhes is…  

43% [WER

T] 

Healthcare Data Breaches 

Insider Outsider

 

 

Source: ͞BREACH BAROMETER REPORT: YEAR IN REVIEW͟, ϮϬϭϲ. Protenus, Inc. in Collaboration with DataBreaches.net 
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Operator Capability  

… ǁhiĐh geŶerates the Ŷeed of foĐus proteĐtioŶ Ŷot oŶly oŶ 
data security controls, but also on user awareness 

 

 

 

Security Controls 

Awareness –  

Patients & Healthcare 

Professionals 

SW Patching 

Compliance & Processes 

;GDPR, HIPAA, …Ϳ  
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Conclusions 

With digital transformation, healthcare organizations 

are faĐed ǁith the ĐhalleŶge of proteĐtiŶg patieŶts’ 
iŶforŵatioŶ, aŶd… 

… results ǁill ďe oďtaiŶed! …ǁith the right pieĐes aŶd a plaŶ… 
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David Martín Lindström 

david.martinlindstrom@telefonica.com 



elevenpaths.com | business-solutions.telefonica.com  

Stay tuned and follow us on our social networks! 

http://www.elevenpaths.com/
http://elevenpaths.com/
https://www.business-solutions.telefonica.com/en/enterprise/solutions/smarter-working/security-services/
https://www.business-solutions.telefonica.com/en/enterprise/solutions/smarter-working/security-services/
https://www.business-solutions.telefonica.com/en/enterprise/solutions/smarter-working/security-services/
http://www.elevenpaths.com/
http://blog.elevenpaths.com/
http://community.elevenpaths.com/
http://facebook.com/ElevenPaths
http://instagram.com/ElevenPaths
http://linkedin.com/company/eleven-paths
http://twitter.com/ElevenPaths
http://youtube.com/ElevenPaths
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What can patients do to help protecting their information?  
 

• Caution with emails 

• Do passwords changes frequently – 

aŶd doŶ’t repeat the saŵe passǁord 
between services 

• Have a anti-virus on your device 

• Be careful with what information you 

put on the social networks 

• Update patches (cover known 

vulnerabilities) 

• Protect information with security 

controls (access control, encryption, 

secure collaborative tools, etc.) 

• Update and maintain security 

policies, including compliance  

• Have an incident plan in place 


